N AVAN ot - New York
Virtual Meeting Protection Guide

For help or questions, please contact Dan at info@slaany.org or Vanessa at |

Before you start the meeting
1) Make sure your meeting has a Host & Co-Host

Zoom meetings without designated Hosts are - Participants (2)
susceptible to “Zoom bombing” and other

unauthorized interruption. Hosts can either be
the owners of the Zoom accounts or designated @‘r Molly Parker (Host, me) s -
by these individuals before or during the
meeting. & Tim Reichmuth mMmanms
. Chat '
To learn more about designating Zoom Hosts
and Co-Hosts click here. Stop Video
The advantage of having both a Host and a Co-
Host is that the Host can handle the traditional
meeting functions (e.g. script), but the Co-Host Assign to WPE Closed Caption
can handle muting and virtual hand raising. Allow Record
Rename
2) Does the meeting you are starting or want Put on hold
to attend require a passcode?
Remove
Many Zoom meetings require a passcode. If you
are a meeting chair and want to start a meeting
without a passcode, please ensure the passcode Assigning a co-host from the Zoom
function is turned off in your settings. Participants screen

If you are attending a SLAA meeting supported
by the NY Intergroup, please check here or here
for more passcode information.


mailto:info@slaany.org
mailto:inrecoverynyc@gmail.com
https://support.zoom.us/hc/en-us/articles/206330935-Enabling-and-adding-a-co-host
https://support.zoom.us/hc/en-us/articles/360033559832-Meeting-and-Webinar-Passwords-
http://www.slaany.org/upcomingevents
https://docs.google.com/document/d/11fwsiGpzgCzIE2-0QVgBQkTbaMx5Mui0K1cLUHYsdVM/edit

, . . .
3) I'ma Host and I would like to disseminate Recplie s passvord for instavitrmatiias O 6
my meetlng lnformatlon and paSSCOde SO A random password will be generated when starting an instant
others can join. e

The NY Intergroup can help you disseminate Require a password for Personal Meeting ID (PMI) O @
your meeting information. Please send an email

to info@slaany.org with your Zoom meeting Fegike s psnd forfoomMestig D (pplicstinly () '@
Informatlon We Wi ” pOSt th |S InfOI'matlon fOf A password will be generated for Room Meeting ID and participants

require the password to join the meeting.

you on our website.

Embed password in meeting link for one-click join () @

Meeting password will be encrypted and included in the join
meeting link to allow participants to join with just one click without
having to enter the password

Require password for participants joining by phone C) @

A numeric password will be required for participants joining by
phone if your meeting has a password. For meeting with an
alphanumeric password, a numeric version will be generated.

Bypass the password when joining meetings from meeting () @
list

When Zoom Rooms join a scheduled meeting on its meeting list,

users do not need to manually enter the meeting password.

Enabling passcodes from your Settings menu.
4) Claiming the Host using the Host key

One useful Zoom function is the ability to Claim the Host. Claiming the Host allows a user to access the
Host functionalities without owning the Zoom account or the Host transferring the Host responsibility
during the meeting.

You can Claim the Host by using the Zoom account holder’s Host Key. The host key is a 6-digit PIN
used to claim host controls a meeting. A Zoom account holder can edit or view the host key in their
Zoom profile.

Calendar and Contact You can integrate with 3rd party services or apps, such as Google, Outlook or Exchange, to sync the calendar and contacts.
Integration

Connect to Calendar and Contact Service

Sign-In Password ~ ssesesss
Host Key 642760 Hide
Signed-In Device Sign Me Out From All Devices @

View your Host Key in the Account Profile page (desktop).

Please ask the Zoom account holder for their Host Key if you plan to Chair a virtual meeting where the
Zoom account holder won’t be present. With the Host Key, you can Claim the Host.

To Claim the Host during the meeting, go to the Participants tab and click Claim Host at the bottom of
the participants list. When prompted, enter your Host Key and click Claim Host.



mailto:info@slaany.org
https://support.zoom.us/hc/en-us/articles/201362603

& support.zoom.us

Claiming host using the desktop
client

Follow these steps if you need to claim the
host role when you join a meeting and join
before host is enabled.

1. Join the meeting.

2. Click on Participants.

3. Click Claim Host at the bottom of the
participants list.

v Participants (1)

@ Molly Parker (me) . [=]|

& support.zoom.us

Mute Me Raise Hand Claim Host

4. Enter your host key.

5. Click Claim Host.
Once the host key is verified, you will have
host controls in the meeting.

Claiming Host during the meeting from the Participants screen.

Remaining anonymous in the meeting
1) How do I alter my username in the meeting?
Anonymity is a founding principle of our program. Fortunately, Zoom allows you to change your

username once in the meeting. To change your username in the meeting, simply go to the Participants
screen, click on your name and select Rename.




v Participants (1)

@ Ryan B... (Host, me) Rename

In the "Participants” list on the

right side of the Zoom window,

hover over your name and click
on the "Rename" button.

Click on or hover over your name on the Participants screen.

) Rename X

Enter a new screen name:

Ryan B.

Cancel

J
Type in the display name

you'd like to appear in the
meeting and click on "OK".

Rename yourself and click ok.

Handling “Zoom bombing”

1) How do I handle “Zoom bombing” as a Host or Co-Host?

“Zoom bombing” occurs when multiple unwanted participants join the meeting simultaneously and
disrupt the meeting with unwanted comments and/or screen sharing.

Tip #1

Assign a Co-Host to constantly monitor the Participants page during the Zoom meeting. This will be the
easiest way to detect new entries into the meeting.

Tip #2




If you believe your meeting has a number of unwanted participants, immediately click “Mute All” from
the Participants screen. This will prevent disruption. As the Host or Co-Host, you may want to
announce a “spiritual time-out” as you assess the potential situation. As the Host, you may then
Remove these participants from the meeting.

L oK ] Participants (1)

B Joshua Jones (Host, me) g wi

Click “Mute All” on the Participants screen if you feel your meeting has unwanted participants.

To remove a participant from the meeting, simply click on their name in the Participants screen and
select Remove.

Tip #3

Disable screen sharing. Screen sharing is a key tool of “Zoom bombers” and may be unnecessary for
many 12-Step Meetings.

To disable screen sharing by participants in a Zoom meeting, go to your Zoom desktop settings. Click
on In Meeting (Basic) and select Host Only for the Who can share? option.

Schedule Meeting S s
creen sharing ()

Allow host and participants to share their screen or content during

In Meeting (Basic) .
meetings

In Meeting (Advanced) Who can share?

Email Notification © Host Only All Participants (?)
Other Who can start sharing when someone else is sharing?
Host Only All Participants (2)

Hosts can disable participant screen sharing from their desktop settings.

During the meeting, the host can disable screen sharing by going to Meeting Settings and turning off
participant screen sharing.




1m:237 ol T -

Meeting Settings

Lock Meeting

Mute on Entry

Play Chime for Enter/Exit

Allow Participants to Chat with

Allow Participants to Rename

Allow Participants to Share

ENERA

Always Show Meeting Controls

Touch Up My Appearance

During the meeting, Hosts can disable screen sharing from the Meeting Settings.

Tip #4

Locking the meeting. Hosts can lock the meeting once the meeting has reached “capacity” and to avoid
unauthorized interruption.

To lock the meeting, simply click on Meeting Settings and select the Lock Meeting toggle button.

1n:237 ol T -

Meeting Settings

Lock Meeting

Mute on Entry

Play Chime for Enter/Exit

Allow Participants to Chat with

Allow Participants to Rename

Allow Participants to Share

GENERAL

Always Show Meeting Controls

Touch Up My Appearance

During the meeting, Hosts can Lock Meeting from the Meeting Settings.

Tip #5




Disabling the chat function. The chat function can be used to disrupt the meeting by “Zoom bombers”
or simply used in inappropriate ways which affect the safety of our meetings.

To disable the chat function prior to the meeting, go to the Setting function within your Zoom account
(desktop) and toggle off the Chat function. This will disable all chat within the meeting. To disable
only 1:1 private chatting, simply toggle off the Private chat button.

In Meeting (Basic)
Schedule Meeting

In Meeting (Basic) Require Encryption for 3rd Party Endpoints (H323/SIP) ()

Zoom requires encryption for all data between the Zoom cloud, Zoom client, and Zoom Room. Require

In Meeting (Ad d . |
n Meeting (Advanced) encryption for 3rd party endpoints (H323/SIP).

Email Notification

Other Chat D

Allow meeting participants to send a message visible to all participants

Prevent participants from saving chat [

Private chat D

Allow meeting participants to send a private 1:1 message to another participant.

Prior to the meeting, Hosts can alter chat capabilities from the Settings menu.

To alter the chat during the meeting on your mobile device, go to Meeting Settings in the ... More tab.
Then, select Chat With. You can turn off the Chat function entirely by selecting No One, allow only
yourself (Host) to chat, or allow only Public chats.

9:279 0T -
< Search e
Meeting Settings Done
SECURITY
Lock Meeting
Waiting Room 0

Allow Participants to

Share Screen

Chat with

Everyone
Rename Themselves O

3 & . Everyone
Garicel Cancel
Closed Captioning ")
—

During the meeting, Hosts can alter chat capabilities from the Meeting Settings screen.

To alter the chat during the meeting on your desktop, go to the Chat option in the lower right-hand
corner of your screen. You can turn off the Chat function entirely by selecting No One, allow only
yourself (Host) to chat, or allow only Public chats.




To: Everyone

(1] "
am e Type message |

Breakout Rooms  Reactions

Participant Can Chat With:

o R - No one
i :
‘* ’ Host only
Y Everyone publicly

v Everyone publicly and privately

(Desktop) During the meeting, Hosts can alter chat capabilities from the Chat icon.
Tip #6

Turn off the embed password feature. Turning off the embed password feature will prevent scraping
software (bots) from finding Zoom links on the web and automatically entering the meeting. Anyone
clicking on the generated Zoom link will still need to enter the password.

To turn off the embed password feature, go to the desktop Settings page and toggle off the feature.

Embed password in meeting link for one-click join

Meeting password will be encrypted and included in the join meeting link to allow participants to join with
just one click without having to enter the password.

Require password for participants joining by phone C)

A numeric password will be required for participants joining by phone if your meeting has a password. For
meeting with an alphanumeric password, a numeric version will be generated.

Turn off the embed password in meeting link option on the Settings page (desktop).

Addressing the 7x Tradition

1) How do I handle the 7w tradition as the Host of a virtual meeting?

All meetings are autonomous, so the individual meeting Host may take a group conscience on how to
handle the 7t Tradition. Hosts or Meeting Treasurers can create Paypal or Venmo accounts to accept
virtual meeting payments. These links can be sent out via Chat during the 7w Tradition statement.
However, please let meeting attendees know what their donations are being used for, especially if there
is no “rent” at present for the meeting and the ability to distribute literature is temporarily suspended.




Also, Hosts can help collect donations for the NY Intergroup by using our Paypal account;
treasurer@slaany.org.

Handling unidentified meeting entrants

1) How do I handle unidentified meeting entrants or dial-in only (non-video) attendees?

Chairs and their groups may autonomously decide that they will allow or not allow non-video
participants to be in the meeting. If non-video participants will be allowed, the group conscience
may decide whether or not to prompt these users to introduce themselves by asking them to turn
their video on and introduce themselves, or if by phone, to unmute and introduce themselves. A
meeting may also decide whether they prefer that people have their video on for the entirety of
the meeting. Here are some possible additions to your meeting script to prompt attendees to
introduce themselves:

#1 - To maintain the integrity and safety of the room, it is our group conscience that any non-
video participants introduce themselves at this time by turning their video on, stating their name
after which they may resume with their video off. Folks who have dialed-in by phone may
introduce themselves by hitting *6 to unmute. Please kindly introduce yourself and where you
are calling from so we may welcome you.

#2 - It is our group conscience that all participants have their video on for the duration of the
meeting. If you do not already, we ask that you please turn your video on at this time.



mailto:treasurer@slaany.org
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